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ABSTRACT

This paper presents the analysis of a space-based Global Navigation Satellite System (GNSS) interference source responsible
for multiple transient wide-area GNSS outage over Europe, Greenland, and Canada. Within the past decade, there has been
a sharp increase in GNSS outages due to deliberate GNSS jamming and spoofing. An overwhelming majority of these cases
can be traced to accidental leakage into the GNSS frequency bands, personal privacy devices, or electronic warfare spillover
from nearby conflict zones. In contrast to the terrestrial or near-terrestrial sources responsible for most GNSS outages, this
paper investigates GNSS interference source emanating from a spaced-based source. GNSS observables from a network of
terrestrial-based GNSS reference stations are used to characterize the interference from 2019 to 2025. This paper offers
three main contributions. First, it presents a detection framework for this type of interference. Second, it details the spatial
and temporal patterns of wide-area GNSS outage events from the space-based interference source. Third, it presents satellite
identification strategy to narrow down the number of candidate satellites.

I. INTRODUCTION

Global Navigation Satellite Systems (GNSS) such as GPS provide meter-accurate positioning while offering global acces-
sibility and all-weather, radio-silent operation. However, GNSS is fragile: its service is easily degraded by both deliberate
(e.g., jamming and spoofing) and naturally occurring (e.g., multipath and atmospheric) interference [1]-[6]. The academic
community has long warned the public about the threat of deliberate GNSS interference. Within the past five years, there
has been no shortage of GNSS disruptions in aviation and maritime [6]-[9]. Fortunately, within the past decade, significant
progress has been made in GNSS interference mitigation and countermeasures [4], [5], [10]-[14]. It has been shown that
dedicated GNSS interference monitoring systems provide valuable spectrum situational awareness to enhance navigation
security [15]-[17], with some demonstrating the ability to geolocate the interference source [18], [19]. Furthermore, GNSS
receivers situated in LEO can provide unprecedented spectrum awareness, enabling terrestrial GNSS interference detection,
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characterization, and geolocation with worldwide coverage [20]-[26]. Protecting the GNSS spectrum against interference is
critical for safe navigation.

Networks of dedicated terrestrial-based GNSS receivers for GNSS monitoring are prevalent, as they serve many purposes: (1)
GNSS satellite health monitoring, (2) corrections for precise point positioning, (3) atmospheric research, and (4) geodesy. The
positions of these terrestrial reference stations are well-surveyed and the stations employ high-quality GNSS receivers that
provide multi-constellation multi-frequency GNSS observables. Typically, these data products are used to monitor naturally
occurring or accidental phenomena, such as atmospheric irregularities, ephemeris errors, and clock faults [27]-[29].

In addition to monitoring natural or accidental phenomena, terrestrial-based GNSS receiver networks can be repurposed to
detect and characterize interference with a space-based origin. In 2021, a network of terrestrial reference stations was used
to identify a Beidou satellite (NORAD ID 40749) as a source of interference in the B3I band (1268.52 MHz) [30], [31].
The offending satellite continuously transmitted tones centered at 1268.52 MHz, as well as 10 MHz and +20 MHz from
1268.52 MHz. These tones are no longer present at the time of writing. This was not the first time that a GNSS satellite
caused unwanted interference in a GNSS band: it has been documented that GPS PRN 24 was for a time transmitting
leakage tones at =10 MHz and +20 MHz from the GPS L5 frequency [32], but has since been fixed. Both of these events
were likely due to faulty hardware onboard a GNSS satellite, resulting in a continuous transmission of interference.

This paper presents the detection, observation, and analysis of transient GNSS interference originating from a non-GNSS
satellite. The phenomenon was briefly mentioned in [33]; this paper significantly extends on this work. Contrary to the
GNSS interference detailed in [30]-[32], the interference in this paper is (1) transient—the duration of these interference
events were less than 5 seconds, (2) affecting signals the GPS L1 frequency band, (3) causing drops in carrier-to-noise ratio
of up to 10 dB, and (4) not originating from a GNSS satellite, assuming a single-satellite is the culprit. This interference
was seen across a network of terrestrial reference stations operated by the International GNSS Service (IGS). The IGS
reference station network collects and provides high-quality multi-GNSS observables that are freely available for scientific
advancement and public benefit [34]-[37]. In this paper, the high-rate 1 Hz GNSS observables collected by the IGS stations
are analyzed. These data were retrieved from the Crustal Dynamics Data Information System (CDDIS) archive, which is
made available through NASA’s archive of space geodesy data [38].

On multiple occasions, all tracked signals on the GPS L1 frequency at numerous IGS reference stations spanning Europe,
Greenland, and Canada simultaneously saw a sudden brief drop in the carrier-to-noise ratio. The onset of the disruption is
synchronized, which suggests a single source per disruption. The receivers are far enough apart that no single ground-based
or aircraft-based source could reach them, hence the space-based origin hypothesis. Whether these interference events are
malicious or not, the fact that radio frequency interference (RFI) events are generated in space yet not from GNSS satellites
is a novelty and adds a new dimension to the challenge of GNSS security. This paper has three main contributions. First, it
presents a detection framework for this type of interference. Second, it details the temporal and spatial properties of multiple
wide-area GNSS outage events from the space-based interference source. Third, it presents a satellite identification strategy
to reduce the number of candidate satellites.

II. MEASUREMENT MODELS

The IGS reference station network collects and provides high-quality, multi-GNSS observables in the standardized Receiver
Independent Exchange Format (RINEX) [37]. These GPS time-tagged observables include carrier phase, pseudorange,
Doppler, and carrier-to-noise ratio (CNR) measurements for each tracked GNSS satellite. In this paper, the CNR observables
from GPS L1 C/A signals at stations providing high-rate (1 Hz) GNSS observables will be analyzed. Let CNR* denote the
true CNR from the ith station and jth GPS satellite. CNR¥ is expressed as

CNRY = P/ — Ni  (dB-Hz) M
i~ rh G (8.60) + G (. 68) 4 27w o

Where Péj is the received power at the ith station from the jth GPS satellite, Né is the the sth station’s thermal-noise density,
P} is the transmit power of the jth GPS satellite, Gt (fr, ¢1) is the transmitter’s antenna gain pattern, Gr (0, ¢r) is the
receiver’s antenna gain pattern, 6 is the off-boresight angle, ¢ is the azimuth angle, and L% is the path loss between the ith
station and the jth GPS satellite, defined as
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where ) is the carrier wavelength and p%/ is the range between the ith station and the jth GPS satellite.

The CNR is replaced by the carrier-to-interference-and-noise ratio (CINR) when there is an interference source present. Let
CINR" denote the true CINR between the ith station and jth GPS satellite. CINR is expressed as

CINRY = P — 10log,, (Ng + fg) (dB-Hz) )

where NN is the linear unit equivalent of the noise power density N(, satisfying N§ = 101log;, (Ng) and I} is the linear

unit equivalent of the interference power density 1§, satisfying 1§ = 101log,, (fé) I} is defined as
Ii = Si(0)  (dBW/Hz) 5)
where Si(f) is the spectrum of the interference process I(¢) satisfying Si(f) = 101log,, (5’1( f )), where Sy(f) is defined as
Si(f) = 8e(f) * Sn (f + fo) ©)

where S.(f) is the spectrum of the local replica code, S,,(f) is the spectrum of the received interference signal, b is the
receiver’s estimate of the desired signal’s apparent Doppler frequency, and * denotes the convolution operation.

Let the received interference signal’s power P in dBW at the ith station be defined as
Pl =P +G(6],9]) + Gg (6%, 9%) + L (dBW) 7
where P is the transmitted interference power and G (61, ¢1) is the interference source’s antenna gain pattern. Additionally,

B is the linear unit equivalent of P}, satisfying P{ = 10log,, (]511)

For example, consider when 5'7»] (f) is spectrally flat, is limited to a two-sided bandwidth B Hz, and the received power in
the band P} is spread uniformly across the whole received band. Then [ takes the form

Il = il (W/Hz) ®)

As another example, consider when the shape of Sm( f) is matched to S;(f) for a pseudorandom binary spreading code
with a chip interval of 7¢, and centered at the center of the band. This model applies for the spreading codes of GPS L1
C/A and P(Y), L2 C and P(Y), and L5 I and Q. Then [} takes the form
~ 2
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Details on these and other interference models, including derivations, are found in [5].

T.Bl  (W/Hz) ©)

At the kth time epoch, the receiver at the ith station reports 2t [k], which is either the measured CNR%* under nominal
operating conditions (the null hypothesis Hy), or the CINR” under interference (the null hypothesis H;), for all tracked
GPS L1/CA signals. The reported measurement z%/[k] is modeled under Hy and H; as

Hy: 2"[k] = CNRY[k] + w' k] (10)
H,: 2"[k] = CINRY[k] + w' k] a1

where w ~ N (0, afj), is zero-mean additive white Gaussian noise (AWGN), that models thermal noise, atmospheric
effects, and other minor effects.

III. DETECTION

One of the challenging aspects of this problem is determining if interference is present or not. The observables reported in
the RINEX files do not have an indication flag of whether or not if the receiver is operating under Hy or H;. A detection
framework is need that detects the onset of interference at each station. When a GPS receiver suddenly transitions from
Hy to Hy, there will be a drop in 2% [k] because of the sudden injection of Iy. Therefore, the time-difference of 2% [k] can
be used to detect the onset of interference. For the kth time-epoch and ith station, let €/ [k] denote the time-differenced
measurement

€k] = 29[k] — 2¥[k — L] (12)



where L € N is the index delay. Depending on if interference is present, €'/ [k] takes on a different model and distribution
Hy: €7[k] = CNRY[k] — CNRY[k — L] + @Y ; €7 [k] ~ N(0, 207;) (13)
Hy: €9[k] = CINRY[k] — CNRY[k — L]+ @" ;  €7[k] ~ N(u;, 207;) (14)

where for a sufficiently small L, the expected difference y; in dB-Hz is

Ni
- =101lo 0 15
2% 10 <N5+Ié> (15)

and could be calculated if all of the parameters were known, but it is often the case that most parameters are unknown.
Suppose at the kth epoch and ith station, the receiver is tracking J;; GPS L1 C/A signals. The interference detection test
statistic at the ith station, A*[k], is the average difference of all €”/[k] at the kth epoch.

. 1 e
A'k] = T Ze” k] (16)
j=1
Its distribution under Hy and H; is
Hy: A'[k] ~ N(0, 0?) 17)

A one-sided locally most powerful detection hypothesis test is applied because the values {y;} under H; are unknown [39].
The values {02} are also unknown, but can be empirically estimated at each station using historical data. Once they are
estimated, the detection threshold »* for the ith station can be calculated for a constant false alarm rate (CFAR) hypothesis
test to detect the onset of interference. For example, the distribution of A* from a day under Hy for two stations, METG and
WRST, are shown in Fig. 1. Both look approximately zero-mean Gaussian distributed. The variation of o7 can be attributed
to local noise, different receivers and antennas, and quantization of the observed CNR. The hypothesis test becomes

INDEY: (19)
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Fig. 1: The distributions of A when there is no interference present for the stations METG (i = 1) and WSRT (i = 2).

The rest of this section focuses on day 160 of year 2021. Fig. 2 shows the time history of 2%/ and A’ over a 15 minute interval
for four stations with L = 3 seconds. The dashed red line indicates the detection threshold that corresponds to a probability
of false alarm of le-4. Around the 700-second mark, interference was detected simultaneously at all four stations. While
individual interference detections are not uncommon—reference stations occasionally experience local interference—what
makes this event particularly noteworthy is the synchronized timing across geographically distant sites in Italy, Netherlands,
Finland, and Greenland. Moreover, the interference exhibited the same characteristic signature at each location: a CNR
drop lasting approximately 3 seconds. This strongly suggests that all four stations were affected by a common interference



source. Given the geographic spread, no terrestrial or airborne emitter could feasibly account for such simultaneous impact.
Therefore, the source of interference must have been in orbit.
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Fig. 2: Reported CNR (left) and the detection statistic A (right) for the stations METG (¢ = 1), WSRT (i = 2), MATE (i = 3),
and THU2 (¢ = 4) over a 15 minute interval on day 160 of year 2021. The dashed red line is the detection threshold with
a probability of false alarm of le-4.

The detection test was conducted continuously across multiple stations spanning Europe, Greenland, and Canada on day
160 of 2021. Fig. 3 illustrates the number of stations that triggered detections during this period with a probability of false
alarm of le-4. Initially, the lower-power interference event was simultaneously detected by 21 stations, followed by the more
powerful event simultaneously detected by 58 stations. This stronger interference event corresponds to approximately the
700-second mark shown in Fig. 2. The recorded CNR observables at each station align with the patterns depicted in Fig. 2,
providing further evidence that these stations were affected by the same interference source. The heat map illustrating the



magnitude of the CNR drop is presented in Fig. 4. During the more powerful interference event, the tracked CNR of GPS
L1 C/A signals exhibited drops as large as 6 dB-Hz, while the weaker event produced drops up to 1.5 dB-Hz.

The tracked Galileo E1 and BeiDou B1C/B1A signals also exhibited a concurrent drop in CNR, with the magnitude of the
decrease at each station closely matching that observed in the GPS L1 signals. No corresponding CNR reductions were
observed in GNSS signals on other center frequencies. This behavior is inconsistent with a solar radio burst, which typically
exhibits broadband characteristics. Moreover, solar radio bursts evolve more slowly than the rapid onset observed in Fig. 3,
and the associated CNR reduction typically persists for a longer duration. Therefore, this could not have been naturally
occurring.
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Fig. 3: The number of stations that detected interference during day 160 of year 2021. There was a lower-power interference
event simultaneously detected by 21 stations, followed by a more powerful event that was simultaneously detected by 58
stations.
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Fig. 4: Shown here is the heat map of the test statistic at all of the ground stations for the lower power (left) and the higher
power (right) interference events. There was as large as a 6 dB-Hz drop in tracked CNR of GPS L1 C/A signals during the
more powerful interference event, which was centered at the Baltics.

IV. OBSERVATIONS

This sections details the transient space-based interference source’s temporal and spatial patterns over a six year period.

A. Temporal Patterns

High-rate data from over 165 reference stations collected over the past six years were retrieved and analyzed. The detection
hypothesis test described earlier in this paper was applied to every station on a per-second basis starting from January 1,
2019. If interference was detected simultaneously at several stations, then an global detection is declared. A total of 72 days
were identified with at least one wide-area transient GNSS interference event on the GPS L1 frequency, during which at
least one station experienced a CNR drop of 5 dB-Hz or greater. The annual number of such occurrences is summarized
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in Table I. The earliest detection of a significant wide-area interference event within this period occurred in October 2019;
however, it is possible that similar events took place prior to 2019, though data availability and consistency were limited
before this date.

[ 2019 2020 2021 2022 2023 2024 2025 | Total
Count | 8 17 5 7 15 9 1| 72

TABLE I: The number of days per year that saw at least one wide-area transient GNSS interference on the GPS L1 frequency
with at least one station seeing a drop of 5 dB-Hz or greater.

Fig. 5 presents the number of daily detections across three additional example days. Unlike Fig. 3, which shows a single
high-power transient interference event, some days experienced multiple transient interference occurrences. Notably, day 146
of 2021 exhibited an interference signature similar to that of day 160 of the same year, with a lower-power burst followed
by a high-power burst. This signature was observed on several other days. Days 204 of 2020 and day 014 of year 2025
recorded numerous high-power interference bursts. The timing of the bursts within a single day are typically periodic. The
daily temporal patterns shown here of the high-power interference bursts are broadly representative of the phenomenon across
all 72 days. There were approximately an additional 45 other days with weaker-power wide-spread transient interference
events. On these days, the largest CNR drop did not exceed 5 dB-Hz. The weaker interference events are left out of this
paper because they have a higher false alarm rate, but is still worth mentioning their existence.
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Fig. 5: Shown here are the number of stations that detected interference during three different days. Interference bursts can
occur several times within a single day. The left column shows the entire day, while the right column is a zoomed in interval.

Fig. 6 presents a histogram showing the distribution of high-power interference bursts by day of the week and hour of
the week. Notably, these interference bursts predominantly occurred during business days and business hours (UTC time).
This temporal pattern suggests human involvement, as a purely random phenomenon would likely exhibit a more uniform



distribution. However, it still remains unclear whether these events were accidental or deliberate. If the days with only
weaker interfernce are included, the distribution does not change.
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Fig. 6: Distribution of the day of the week and hour of day (with respect to UTC) that interference bursts with at least
one station seeing a drop of 5 dB-Hz or greater occurred on. These high-power interference bursts typically occur during
business days and business hours.

B. Spatial Patterns

Across all 72 days, GNSS receivers in Europe were the most affected, with the Baltic region consistently experiencing
the largest CNR drops. Fig. 7 shows example heat maps from day 146 of 2021 and day 014 of 2025. On day 146, two
high-power interference bursts occurred, both producing nearly identical spatial patterns. Day 014 of 2025 saw multiple
high-power bursts, all with consistent patterns matching the example shown. The largest CNR drop across all events was
10 dB-Hz recorded at the LAMA station in Poland in 2025. Notably, during wide-area interference events in Europe, no
similar disruptions were detected elsewhere in the world.
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Fig. 7: Interference heat maps for day 146 of year 2021 and day 014 of year 2025. GNSS receivers in the Baltic region are

impacted the most, which is generally representative of nearly all of the interference events.
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Fig. 8: Interference heat maps for day 204 of year 2020. This was one of the few days that showed a pronounced shift in
the geographic center of the interference intensity.

Day 204 of 2020 exhibited a distinct interference pattern compared to other days. Fig. 8 presents heat maps corresponding
to three (of the many) high-power interference bursts recorded on this day. The most severe impacts were observed in the



Baltic region (first image), Germany (second image), and the Nordic countries (third image). Notably, this was the only day
that showed such a pronounced shift in the geographic center of interference intensity. This deviation may be attributed to
satellite motion or to a change in the interference source’s beam pointing vector.

V. BASIC SATELLITE IDENTIFICATION STRATEGY

One of the most fundamental approaches for identifying the potential interfering satellite is to determine which satellites
were overhead the affected region during the time of the interference event. Two-Line Elements (TLEs) for publicly tracked
orbiting objects can be obtained from space-track.org, a database maintained by the United States Space Force to support
spaceflight safety. The TLEs can be used to compute the approximate position of an object at any given time. While the
accuracy of these estimates degrades with the age of the TLE, the precision is more than sufficient for the purposes of this
study.

Given knowledge of the positions of all publicly tracked satellites, a filtering strategy is implemented to reduce the number of
candidate objects. The approach taken in this paper is to apply an elevation mask constraint across all stations that detected
interference. For example, if it is assumed that the interference source maintained line-of-sight visibility to each affected
station, a satellite must have been located above a 0° elevation angle—i.e., above the local tangent plane—at all stations
during the event. By computing the tangent plane at each station, a feasible region can be constructed that satisfies the
line-of-sight condition for all sites. Additionally, determining the minimum possible apogee of the interfering satellite can
be formulated as an optimization problem.

Fig. 9 illustrates the positions of all tracked objects during the high-power interference burst on day 160 of 2021. It highlights
the subset of satellites satisfying the 0° elevation mask constraint, excluding debris and rocket bodies. The red zone represents
the feasible region in which the interfering satellite could have been located, and the red dot denotes the point corresponding
to the minimum apogee the satellite could have been. For this event, the minimum apogee consistent with the elevation
constraints is approximately 1,200 km. The number of satellites that satisfy many different elevation mask constraints during
this day are shown in Table II.

Fig. 9: Left: The position of all tracked objects during the high-power interference burst on day 160 year 2021. Right:
The position of all satellites that satisfy a 0° elevation mask constraint and excluding all debris and rocket bodies. The red

zone represents the feasible region the satellite could have been positioned. As a reference, the colored shell corresponds to
Medium Earth Orbit (20,000 km altitude).

If it is assumed that a single satellite is responsible for the observed interference events, the list of candidate satellites can
be further narrowed by identifying those that satisfy the elevation mask constraint across multiple events. The motion of
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satellites across different days allows for the exclusion of many satellites, as their positions would not simultaneously meet
the line-of-sight conditions at all affected stations.

For example, consider the high-power interference bursts on days 146, 160, and 337 of 2021. When a 0° elevation mask
constraint is applied, only 13 satellites remain as viable candidates under the single-satellite assumption. Of these, three are
in geostationary orbit, while the remaining ten are in highly elliptical (molniya) orbits. When this analysis is extended to
include events on days 277 and 278 of 2019; days 209, 229, 299, 313, and 314 of 2022; and day 56 of 2025, only the
same three geostationary satellites continue to satisfy the elevation mask constraint. Notably, these eleven days exhibit a
recurring interference signature: a lower-power burst followed by a high-power burst. A summary of the satellites satisfying
the multi-event elevation mask constraints is provided in Table II.

Interference Events Elevation Mask
Considered -5 25 0° 25° 5% 10°
2021(160) 400 311 226 175 131 103

2021(146, 160 337) 79 45 13 9 6 3

2019(2717, 278), 2021(146, 160 337), 2022(209, 229, 299, 313, 314), 2025(56) | 35 14 3 0 0 0

TABLE II: The table presents the number of satellites that satisfy various elevation mask constraints at all stations that
detected interference on various days, under the assumption that a single satellite is responsible for the events.

VI. CONCLUSION

This paper presents a comprehensive analysis of wide-area transient GNSS interference from a space-based source affecting
signals on the GPS L1 band. A detection framework was developed and used to identify these events within the 1 Hz CNR
observables from over 165 IGS reference stations spanning 2019 to 2025. A total of 72 days were identified with at least
one wide-area GNSS interference event, during which at least one station experienced a CNR drop of 5 dB-Hz or greater.
Generally, GNSS receivers located near the Baltics are impacted the most. A geometric filtering method was introduced
to constrain the set of possible satellites based on elevation masking. The observed timing patterns, which often coincide
with business hours during weekdays, suggest a human-in-the-loop component, though the intent behind the interference
remains unclear. Overall, this work provides strong empirical evidence of recurring, large-scale GNSS interference with a
space-based origin and lays the foundation for further investigation into attribution and mitigation strategies.

VII. FUTURE WORK

This paper’s conference presentation introduced several contributions that are not included in the current version of this
paper: (1) a satellite association algorithm based on the Generalized Likelihood Ratio Test (GLRT), using the measured
CNR drop at each station; (2) a framework for estimating receiver antenna gain pattern along with its associated uncertainty;
and (3) a demonstration of the GLRT-based association technique using real CNR measurements on a parallel scenario.
These contributions will be further developed and presented in a future publication.
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