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Pinpointing GNSS Interference
from Low Earth Orbit

In the past decade, there has been a sharp increase in GNSS outages due

to deliberate GNSS jamming. Receivers in LEO are uniquely situated to detect,
classify and geolocate terrestrial GNSS jammers. This article explores two-step
and direct geolocation of terrestrial GNSS jammers from LEO.

ZACHARY CLEMENTS, TODD E. HUMPHREYS
UNIVERSITY OF TEXAS AT AUSTIN

PATRICK B. ELLIS

APPLE, FORMERLY SPIRE GLOBAL

lobal Navigation Satellite
GSystems (GNSS) such as GPS
provide meter-accurate posi-
tioning while offering global acces-
sibility and all-weather, radio-silent
operation. However, GNSS is fragile:
its service is easily denied by jammers or
deceived by spoofers [1-3]. GNSS signals
are especially vulnerable to jamming
because they are extremely weak: near
the surface of Earth, they have no more
flux density than light received from
a 50 W bulb at a distance of 2,000 km
[4]. Furthermore, GNSS jammers are
easily accessible and low cost, threaten-
ing GNSS-reliant systems [5,6]. Without
proper countermeasures, victim GNSS
receivers can be rendered useless.
The civilian maritime and airline
industries frequently encounter GNSS
jamming and spoofing. Corrupted
Automatic Identification System (AIS)
and Automatic Dependent Surveillance-
Broadcast (ADS-B) messages from
surface vessels and aircraft are often

reported. Irregularities in AIS and
ADS-B reports are often indicative of
GNSS interference. Geolocation of GNSS
jammers with ADS-B data is possible,
but only coarse jammer position esti-
mates are achievable [7,8].

Recently, the German Aerospace
Center (DLR) performed a data collection
flight over the Eastern Mediterranean
to study the behavior of regular avion-
ics and aviation-grade GNSS receivers
under jamming conditions [9]. The DLR
also conducted an international mari-
time measurement campaign to detect
GNSS interference [10]. In both studies,
the recorded data showed evidence of
high-power GNSS jammers, including
a chirp jammer centered at the GPS L1
frequency in the Eastern Mediterranean.

A first step to developing situational
awareness and eliminating GNSS inter-
ference is geolocating the emitters
involved. It was shown that a network
of ground-based receivers could track
and geolocate chirp-style jamming sig-
nals in [11] and matched-code jamming
signals in [12]. The more general case
of localizing an emitter transmitting
an arbitrary wideband signal with ter-
restrial and airborne receivers has been

N —

extensively studied [13-16]. However,
because the receivers were either at fixed
locations or tactically deployed in the
nearby airspace, only emitters in the
immediate area could be geolocated.
There remains a need for global, per-
sistent, low-latency, and accurate GNSS
interference detection and localization.

Receivers based in low Earth orbit
(LEO) are a proven asset for detecting,
classifying and geolocating terrestrial
GNSS interference [17-19]. Emitter geolo-
cation from LEO offers worldwide cover-
age with a frequent refresh rate, making it
possible to maintain a common operating
picture of terrestrial sources of interfer-
ence, e.g., GNSS jammers and spoofers.
Moreover, LEO satellites’ stand-off dis-
tance from terrestrial interference sources
typically permits tracking authentic GNSS
signals, enabling precise time-tagged
data captures from time-synchronized
LEO-based receivers and precise orbit
determination. LEO constellations with
distributed time-synchronized receivers
can provide unprecedented emitter geo-
location. Several commercial enterprises
have seized the opportunity to provide
spectrum monitoring and emitter geo-
location as a service (e.g., Spire Global
and Hawkeye360).

Accurate single-satellite-based emit-
ter geolocation is possible from Doppler
measurements alone, provided the
emitter’s carrier can be extracted [18-
20]. Performance bounds and error
characterization for Doppler-based single-
satellite geolocation are presented in [21,
22]. However, accurately locating emitters
with arbitrary waveforms using a single
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LEO receiver is impossible in general: If
the signal’s carrier cannot be tracked,
only coarse received-signal-strength
techniques can be applied for geolocation.

On the other hand, geolocation of
emitters producing arbitrary wide-
band signals is possible and has been
extensively studied [13, 23, 24]. Multiple
time-synchronized receivers can exploit
time- and frequency-difference of arrival
(T/FDOA) measurements to estimate the
emitter location. Geolocation based on
T/FDOA is typically a two-step process.
First, a time series of T/FDOA measure-
ments is produced by correlating cap-
tured signals against another. Second, the
time series is fed to a nonlinear estima-
tion algorithm to geolocate the source.
Two-step T/FDOA has been previously
applied for terrestrial emitter localization
from geostationary orbit [25].

One weakness of two-step geoloca-
tion is it ignores the constraint that all
measurements must be consistent with
a single position in the case of a station-
ary emitter, or a single trajectory in the
case of a moving emitter [26]. A sec-
ond weakness of the two-step approach
is interference signals exhibiting
cyclostationarity give rise to structures
in the T/FDOA measurement domain
that make it harder to track individual
emitters. Identification and tracking
becomes especially challenging when
there are multiple cyclostationary emit-
ters with overlapping frequency content
and a wide range of received power, in
which case the T/FDOA measurement
domain becomes highly structured with
features ambiguously related to the emit-
ters involved.

Another multi-receiver technique is
direct geolocation, which is a single-
step search over a geographical grid to
estimate a transmitter’s location directly
from the observed signals [26-30]. In
direct geolocation, the TDOA and FDOA
are directly parameterized for a single
geographical point, given knowledge of
the receivers’ position, velocity and clock
states. Direct geolocation outperforms
the two-step method in low signal-to-
noise ratio (SNR) environments and in
short-data-capture scenarios, making
it ideal for LEO-based geolocation.
Furthermore, as will be shown in this
article, direct geolocation is better
suited for processing captures with
cyclostationary signals from multiple
emitters, because rather than searching
in the T/FDOA measurement domain
cluttered by overlapping structures, it
searches in the position domain, where
individual emitters are separated by
their physical distance, irrespective
of any time correlation in their signals.

This article demonstrates two-step
and direct geolocation on raw interme-
diate frequency (IF) samples recorded
from Spire Global’s LEO constellation.
For the first time in the open literature,
real-world GNSS narrowband, matched-
code, and chirp jamming signals cap-
tured by two time-synchronized LEO
receivers are characterized and their
emitters geolocated.

Measurement Model

TDOA and FDOA Measurement Model

Let p,(t) and v;(¢) denote the position and
velocity vector for the ith receiver, and
p. denote the emitter’s position vector,
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FIGURET Example CAF for a single wideband emitter without any cyclostationary properties.

The maximum value corresponds to the MLE of TDOA and FDOA.

all in a common rectangular coordi-
nate frame. In this model, the emitter
is assumed to be stationary. The time
of arrival (TOA) at the ith receiver of
the signal transmitted from the emitter
at time ¢ is modeled as

w® =L@ -pe-0) p©-pe-0) (1)
=1 [ion©

where the range vector r;(t) between the
emitter and the ith receiver is

() = pi(t) = p(t — 1) )

The range between the emitter and the
ith receiver is related to t; and r, by

pi(t) = cty(t) = /rJ(t)ri(r) 3)

Finally, the unit vector from emitter
position to the ith receiver position is
defined as

£ =r,)/pi(®) 4)

Different LEO-based receivers will re-
ceive the same signal at different times
due to the differing geometry between
receivers. Assuming the receivers are
synchronized to GPS time, the time dif-
ference of arrival (TDOA) of the same
signal between the ith and jth receiver
is defined as

A7(t) = 7, () — 7 (D) (5)

which can be converted to a range differ-
ence by multiplying by the speed of light.

The frequency of arrival (FOA) mea-
surement is synonymous with the received
Doppler of a signal. For a stationary emit-
ter, the FOA on the ith moving receiver
is composed of three components: (1)
the range-rate between the emitter and
receiver ff (£)v;(t), (2) the clock offset rate
of the receiver §¢;(t), and (3) the clock
offset rate of the emitter §¢,(t). The FOA
at the ith receiver is modeled as

fua®) = =2 (0w () = £ 86(0) = 8E(O[1 - 6LO]) (6)

Different LEO receivers will also re-
ceive the same signal at different frequen-
cies due to the differing instantaneous
range-rates and receiver clock offset
rates. Let Af (t) denote the frequency
difference of arrival that includes the
receivers’ clock offset rates.

Af () = fa2 () = faa () (7)
~ —%{f‘;(t)vz(f) = H OV} — 5 {8E,(0) - 86, (1)}
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An advantageous feature of Af(t) is the clock offset rate
from the emitter is removed: because the same emitter clock
offset rate is observed at each receiver, it gets canceled out in
the differencing. The approximation disregards the §i.(t) and
8t (t) cross terms, as they are negligible. The frequency differ-
ence of arrival (FDOA) Af(t) with compensated receiver clock
offset rate between the first and second receiver is defined as

A = AF(O) + ;{86(8) — 56(D)} (8)
known

= -2 {H OV - H Ow©O}

The FDOA measurement is the difference between range-
rates scaled by the negative reciprocal of wavelength.

The Generalized Cross-Correlation Function

Assume all receivers are synchronized to GPS time and clock
errors have been compensated for. The generalized cross-
correlation function (GCCEF) for a pair of received complex
baseband signals y,(t) and y,(t) is

S(}ﬁ(t):y'z(t)' T1(f)-772(f)) = (9)
fDT i (lf -7 (t))yz*(t -1, (t))ejznfl:[TZ(l)_Tj(f)]dt

where T'is the integration interval. The more familiar com-
plex ambiguity function (CAF) from the radar literature [31]
with constant delay 1, and Doppler f, is

S0, y,(0), 7o f1) 2 10}
Jo 31 @3t + T)e 2 atar

This can be expressed in terms of the GCCF by 1,(¢)=0 and
T,()=To + % t. Over short intervals, the errors introduced by
assuming the delay t, and Doppler f; to be constant are negligible
[28]. The maximum coherent integration length T'is typically
dictated by the receivers’ dynamics and clock variations.

Consider a pair of spatially separated receivers with received
signals y,(t) and y,(t). If there is only a single emitter, it is
shown in [27,32] that the delay and Doppler that maximizes
the magnitude of the CAF, denoted as 1,=At and f; =Af, are
the corresponding maximum likelihood estimates (MLE) of
the time and frequency difference of arrival between a pair
of receivers. Figure 1 is an example CAF.

Several complications arise when there are multiple emit-
ters present. In this case, the auto-ambiguity terms generated
by each emitter’s waveform may interfere with each other,
leading to biases in the T/FDOA estimate [27]. Moreover,
the height of an emitter’s peak in the CAF is determined
by the emitter’s transmit power. Weaker emitters will have
smaller peaks, leading to possible missed detections in the
presence of stronger emitters. Furthermore, transmitted signals
exhibiting cyclostationarity give rise to additional structures
in the CAF, making individual peaks more difficult to track.

Emitter Geolocation with Two-Step and One-Step Techniques
Two-Step Geolocation

In the traditional two-step geolocation approach, a time se-
ries of T/FDOA measurements is first obtained by repeated
CAF generation and peak tracking. The CAF is computed at
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each time instant a T/FDOA measure-
ment is desired. For model simplicity,
TDOASs can be converted to range dif-
ference in meters by scaling them by the
speed of light. FDOAs can be converted
to range-rate in meters per second by
scaling by —A.

All dual-satellite emitter geolocation
techniques assume the emitter altitude
is constrained to strengthen observabil-
ity. This article takes a straightforward
approach: the receivers’ positions and
velocity are converted into the East-
North-Up (ENU) frame centered at the
current best estimate of the emitter’s
position, i.e., p.=[0,0,0]". The emitter’s
position is now in a state that is easily
related to the measurement model and
the altitude is constrained because the
up coordinate is held to 0.

A nonlinear least-squares (NLLS) esti-
mator is used to solve for the position of
the transmitter. The standard weighted
nonlinear least-squares cost function is

J® =3[z~ hE]'R" [z - h(x)] (1)

where x is the 2x1 state representing the
emitter’s position, and x and y respec-
tively denote the displacement east and
north from the current best estimate

X = [;] (12)

z is the 2Nx1 T/FDOA
measurement vector

cAty

cAty

Z=1aaf,

(13)

—AAfy

h(x) is the 2Nx1 nonlinear
measurement model function

cAT,
cATy

heo =| 5% (14)

_MfN
where AT, and Af, are the estimates of
At and Af, at the current best estimate
of the state, and k denotes the kth T/
FDOA measurement pair. Ris the 2Nx2N
measurement covariance matrix with the
variance of the TDOA measurements g2,
along the first N diagonal elements and
the variance of the FDOA measurements
0 ralong the second N diagonal elements.

One of the most common ways to solve
the standard nonlinear least-squares prob-
lem is with the Gauss-Newton method.
Because this estimator is operating in the
ENU frame, two additional steps must
be taken. A possible implementation of
two-step geolocation starting from raw
samples to final emitter position estimate
is presented in the full paper. This two-
step T/FDOA geolocation model also can
be reduced to a TDOA-only solution or
a FDOA-only solution. Those solutions
can be used as a reasonableness test for
the combined T/FDOA solution and to
quantify the accuracy of the TDOA and
FDOA measurements.

Direct Geolocation

The direct geolocation approach is a
single-step grid-search method that
solves directly for the emitter posi-
tion without the need for intermediate
T/FDOA measurements. The CAF is
maximized directly by parameterizing
the delay and Doppler time histories
in terms of the emitter’s position, as
well as the known receivers’ position,
velocity and clock time histories. The
direct approach outperforms the two-
step approach in low SNR regimes and
in cases limited to short captures.

A grid of three-dimensional emitter
positions must be first designated. One
approach is to create a grid in latitude
and longitude. Then, for each latitude
and longitude pair, the altitude can be
retrieved from a terrain model. This
constrains the emitter position to the
relative terrain on the surface of the
Earth. Given that the emitter’s position
is assumed, and that the time history of
the receivers’ position, velocity and clock
offset rate are known, the time history of
TOAs and FOAs of a transmitted signal
at each receiver can be computed with
(1) and (6). It follows that a time history
of TDOA and FDOA can be computed
using (5) and (8).

Consider a time-synchronized cap-
ture between two receivers lasting T
seconds producing N, samples. Let f,
represent the sampling rate and T, the
time between samples. The digital rep-
resentation of the signal y,(¢) is given by
v:lk]=y,(kT,). A time history of TDOA
At and FDOA Af measurements can
be computed at each sample for every
emitter position. The TDOA and FDOA
are not constant over long integration
intervals, thus, a comprehensive model
for the non-constant TDOA and FDOA
time history is required.

A

365 —
36.4 ==z
36.3

Latitude

T a3

= 4‘3.1 43.2

Longitude

FIGURE2 Example position-domain correlation grid from direct geolocation for a single
wideband emitter. The maximum value corresponds to the MLE of emitter’s position.

LIS B

FIGURE3 Ground tracks of a pair of LEO-based receivers during the two 60-second captures
over the Eastern Mediterranean.
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FIGURE4 Power spectra (left), spectorgam (middle), and zoomed in spectogram (right) centered at the GPS L1 (top row) and L2 (bottom row)

frequencies from interference-affected data captured in April 2022.

Recall that a signal’s instantaneous
frequency is the time derivative of the
phase f(t)=d0(t)/dt. Let A® denote the
N,x1 vector containing a phase shift
for each sample. For intervals with a
time-varying FDOA, a polynomial ap-
proximation of the FDOA time history
is computed. A polynomial approxima-
tion to Afis taken, and then integrated
to get a phase shift time history A®.

Let AT =|At X f;] denote the integer
sample offset vector corresponding to
A, where ‘] denotes the round func-
tion. Let AT, and A®, denote the kth
element of AT and A®, respectively. The
position-domain correlation value ata
grid point is defined as

A%, A0) 2 (15)
Yo' v1 [klys[k + A%, ]e/2maok

SO Y2

The position corresponding to
the AT and Af values that maximize
IS (7,,,,A%,A®)| is the maximum-like-
lihood emitter location. Figure 2 shows
an example of direct geolocation. An
example implementation is presented
in the full paper.

One of the main advantages of the di-
rect approach is it enables longer coher-
ent integration intervals of the received
signals compared to the basic CAF in the
two-step approach. For longer coherent
integration times, the peak at the true
emitter position becomes sharper and
more pronounced. Another advantage of
direct positioning is there will be a peak

at every position where an emitter is
located, provided the emitter’s signal was
strong enough to be received at both re-
ceivers. Finally, this technique works for
any waveform—including those exhib-
iting cyclostationarity. Noncoherently
combining position-domain correlations
prunes any structures due to repetition
in the transmitted waveform as well as
any spurious peaks due to noise.

A Recent Real-World Capture

This section describes the dual-receiver
platform and spectral characteristics
of two capture events over the Eastern
Mediterranean in April 2022.

Spire Satellites

Spire has a vast network of LEO satel-
lites helping ensure global coverage and
near-real-time data collection. Their
satellites and geolocation solutions
offer superior visibility and accuracy
for monitoring maritime activities and
tracking signals of interest. Among these
satellites are about 60 STRATOS satel-
lites, whose original purpose was GNSS
radio occultation (GNSS-RO), that can
be repurposed for geolocation of emit-
ters operating in the GPS L1 and L2
bands. The STRATOS satellites carry
one wide-field-of-view zenith-facing
antenna for precise orbit determina-
tion, and one or two Earth-limb-facing
narrow-field-of-view high-gain an-
tennas. STRATOS’s RF circuitry has

three dual-frequency channels, with
each antenna connected to one of the
front end channels. Digitization of each
signal happens coherently based on a
single sampling clock. Simultaneous
collections of the 2-bit quantized 6.2
Msps raw intermediate frequency (IF)
samples centered at GPS L1 and L2 can
be performed. These data can be pack-
aged and downlinked through Spire’s
network of dedicated ground stations.

In April 2022, two STRATOS satellites
performed two consecutive 60-second
simultaneous capture events separated
by 180 seconds while over the Eastern
Mediterranean as shown in Figure 3.
During each 60-second capture, the
satellites had an average altitude of 524
km and an average velocity of 7,678 m/s,
traveling from north to south. The raw
samples from the GNSS-RO antennas
and the onboard navigation solution
were downlinked for post-processing.

Spectrum Analysis

Figure 4 illustrates the captured signals’
spectral characteristics during the first
simultaneous capture event. There is
composite wideband interference on
both GPS L1 and L2. Visual inspec-
tion of the spectogram indicate that L1
contains multiple CW chirp jammers
as well as other wideband interference.
The wider-bandwidth chirp jammer
had a bandwidth of approximately
200 kHz and a period of 7.7 ms. The
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narrower-bandwidth chirp jammers had
a bandwidth of approximately 20 kHz
and a period of 100 ms. The 20 kHz
chirp jammers have the same param-
eters of a jammer previously captured
in the Eastern Mediterranean [10]. L2
contains a particularly strong narrow-
band jammer as well as other wideband
interference. Throughout the captures,
multiple long range air surveillance ra-
dars operating near GPS L2 are visible.

Emitter Geolocation

This section discusses two-step and di-
rect geolocation of the emitters captured
in the Spire dataset. The results focus
on the geolocation of a known GNSS
jammer operating out of Khmeimim Air
Base on the coast of Syria. Wide-area
GNSS interference monitoring via direct
geolocation reveals numerous jammers
across Syria, Turkey, Iraq, Ukraine and
Israel.

FDOA [kHZ]

0 o

9
1
TDOA [ms]

FIGURE5 CAF for L2 during the first simultaneous capture. There are multiple spatially-

separated emitters present in this CAF. There are three signals exhibiting cyclostationary

around 3 kHz, repeating every millisecond.
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Two-Step Geolocation

In the L2 CAF, there are multiple spa-
tially-separated emitters present. The
more spatially diverse the emitters are,
the more separated the peaks in the CAF
become. Additionally, cyclostationary
signals manifest repeating patterns in
the CAF, as shown by the run of peaks
around 3 KHz in Figure 5.

Figure 6 shows the time history of
TDOA and FDOA measurements cor-
responding to the largest peak in the
L2 CAF over the 60- second capture.
These measurements were taken at 5
Hz and then served to the nonlinear
estimator. The final two-step emit-
ter position estimate is displayed in
Figure 6. The final solution converged
to Khmeimim Air Base on the coast
of Syria, which has been previously
discovered to host a powerful GPS
jammer [18].

The TDOA and FDOA residuals
from the nonlinear least-squares
estimator are also shown in Figure
6. They are zero-mean and Gaussian

FIGURE6 Left: The time history of TDOA and FDOA measurements. Middle: The TDOA and FDOA residuals from the nonlinear least squares
estimator. Right: The final two-step T/FDOA geolocation estimate converges to Khmeimim Air Base on the coast of Syria, which has been

previously discovered to have transmitted GPS jamming signals [19]. The semi-major and semi-minor axes of the 95% ellipse are 619 and 77
meters, respectively.
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-37:‘

" “l‘l"\lll«\m

- — 0.
FDOA [kHz] 40

TDOA [ms]

FIGURE7 L1 zoomed-in L1 CAF during the first simultaneous capture. This structure also

repeats over time due to the cyclostationary of the chirp jammers (not shown).

distributed, indicating the presented
measurement model is accurate. The
TDOA residuals time history appears
to have unexpected structure; this
structure arises due to the range
resolution from the sampling rate.
Because the sampling rate at baseband
is 3.1 Msps, the range resolution is
96.7 m. As a consequence, the TDOA
residuals appear to have structure. The
TDOA residuals remain between the
range resolution of + 96.7 m, meaning
the expected performance with the
sampling rate was achieved.
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FIGURE8 Direct geolocation position-domain correlation grid over Khmeimim Air Base for (left) 20-ms, (middle) 100-ms, and (right) 1-second

integration times.
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FIGURE9 Direct geolocation on the chirp jammer in the beginning (left) and end (middle) of the capture. A 100 ms accumulation was taken
once every 5 seconds. The position-domain correlations were noncoherently combined, shown on the right, eliminating all sidelobes.
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FIGURE10 Direct geolocation over Syria with two different views of the position domain. A 100-ms accumulation was taken once per second, over

58 seconds. Shown here are 58 position-domain correlations noncoherently combined. Each peak corresponds to an emitter position estimate.

Effects of Signal Cyclostationarity
Cyclostationary signals, such as chirp
jammers, give rise to structures in the
CAF that make it harder to track in-
dividual emitters. Identification and
tracking becomes especially challenging
when there are multiple cyclostation-
ary emitters with overlapping frequency
content and a wide range of received
power, in which case the T/FDOA
measurement domain becomes highly
structured with features ambiguously
related to the emitters involved. The
L1 CAF is shown in Figure 7. Recall
that the strongest signals on L1 are the
chirp jammers.

Direct Geolocation
Figure 8 shows the position-domain cor-
relation values over the Khmeimim Air
Base using the L2 raw samples with vari-
ous integration times. For each latitude
and longitude pair, the surface altitude
was retrieved from a terrain model. The
global elevation model used was the
Global Multi-resolution Terrain Elevation
Data 2010 (GMTED2010) developed
by the U.S. Geological Survey and the
National Geospatial-Intelligence Agency.
The maximum peak in the position-
domain correlation function for the
various integration intervals in Figure
8 is nearly equivalent to the two-step
solution. In the one-step approach, the
effects of integration interval length are
apparent in Figure 8. As the integra-
tion time increases, the peak becomes
sharper and more pronounced. The
overall shape of the peak changes with
the receiver geometry.

surface of the Earth.

Figure 9 demonstrates how direct geo-
location is better suited for processing
captures with structured, cyclostationary
signals. The position-domain correlation
function for the chirp jammer is shown at
the beginning (top graph) and end (middle
graph). There is structure in both, but that
structure changes with the instantaneous
receivers’ geometry, which changes over
time. When multiple position-domain
accumulations are noncoherently com-
bined, all of the false peaks are reduced
below the noise floor, while the main peak
corresponding to the true emitter position
remains. Noncoherent integration is a
powerful tool that can suppress spurious
false peaks from waveform structure and
cyclostationarity.

Figure 10 shows direct geolocation
over Syria with the L2 data. A 100 ms
accumulation was taken once per sec-
ond, over 58 seconds. The 58 position-
domain correlations were noncoherently

FIGURET1 Final emitter position estimates on L1 and L2 across both simultaneous captures
from direct geolocation. All emitters were assumed to be stationary and constrained to the

O First Capture L1

O First Capture L2
+ Second Capture L1
% Second Capture L2
#0" -
L2
-~
id a
]
L2

combined. Each peak corresponds to an
emitter position estimate, with the larg-
est peak corresponding to Khmeimim
Air Base. The receivers’ geometry also
heavily affects correlation in the posi-
tion domain. There was better receiver
geometry for the transmitters on the
east-side, resulting in sharper peaks.
This position-domain correlation was
repeated for L1 on the first capture and
L1 and L2 on the second capture. The
peaks from the position domain cor-
relations on both captures and frequen-
cies are shown in Figure 11. Each one of
these estimates is plausible, given the
agreement between both frequencies
and passes, as well as the surrounding
equipment near each estimate. This also
showcases the superiority of the direct
approach in crowded signal environ-
ments. The two-step approach would
have depended on an additional com-
plex multi-peak tracking and association
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FIGURE12 Jammers found in Ukraine (left) and Israel (right).

algorithm to generate a time series of T/
FDOA measurements, whereas in the
direct approach the emitter position
estimate comes directly from the raw
samples.

Conclusion

This article explored two-step and di-
rect geolocation of terrestrial emitters
from LEO. It was demonstrated that the
direct approach is a powerful geoloca-
tion technique for low SNR signals with
multiple emitters. We also investigated
emitter geolocation in crowded signal
environments and explored geolocat-
ing cyclostationary signals. Finally, this
article demonstrated two-step and di-
rect geolocation on raw intermediate
frequency samples. Recent real-world
GNSS interference signals captured by
two time-synchronized LEO receivers
over the Eastern Mediterranean were
characterized and their emitters geo-
located. The full paper can be found
in [33].
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